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I OPEN INSURANCE AND CONSUMER PROTECTION

= Setting the scene

= Risks and benefits for consumers with data sharing

= What next?




SETTING THE SCENE




THE MAIJOR TRENDS

New IT capabilities

e More computer power and
moving to the cloud
improved the efficiency of
processes and allowed for
new ones to be
implemented.




EU POLICY CONTEXT

DATA GENERATION

PROMOTE and Mandate DATA SHARING

DATA PROCESSING

Promote DATA-DRIVEN
INNOVATION
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More data generation both
personal and non-personal

Building the trust, governance and infrastructure — Mandate the sharing of Data

Persona data

loT — Car insurance
Environmental data
Data insurance firms

NCAs/Public institutions

Data governance act

* Trust in data intermediaries

* Availability of public sector data for re-use
* Data interoperability

» Data intermediaries, Public bodies

Digital Service Act

* Protection of users

* oversight of online platforms and
intermediaries

» Online service providers

Digital Markets Act

* Counter market power gatekeepers
* Use and availability data

> Gatekeepers

GDPR
* Article 20 — data portability

Free Flow of Data Regulation

* Non-personal data can be stored, processed
and transferred anywhere in the EU

* Facilitate switching data between cloud

> All

Open Data Directive Availability of public sector

data for re-use

* High Value data sets — list to be defined (e.g.
environment data)

> Public bodies

Data Act

* Access to and the use of data (B2B, B2C, B2G)
* No new data access rights in financial sector
» Manufactures, data holders & recipients
FIDA

* Financial Data Access

* GDPR
* Access and portability right
* Free flow and protection,

processing of personal data
> All

* Al act
* Forbid specific practices
* Rules for (high risk) Al systems
* Support innovation
> All

* Artificial Intelligence Liability
Directive

ESAP - Centralised access to
information to made public
under e.g. Sl

» Reporting entities

PSD2 review
* Data access rights to
payment accounts data

Data spaces
¢ Health

* Industrial
* Energy

* Other

* Finance

FIDA
* Financial Data Access

Made for illustrative purposes — please consult legal text




EIOPA'S DIGITAL STRATEGY

2 PRINCIPLES

= Technologically neutral, and people first
= Flexible, yet firmly rooted

ENSURING INNOVATION IS IN THE
INTERESTS OF CITIZENS

STRENGTHENING RESILIENCE

g '.,é J ,.-f&,

o TWO core principles, supporting

o FOUR actors, leading to

ENHANCING SUPERVISORY
CAPABILITIES



EIOPA’S ROLE

adopt an agile approach to identify, assess, and monitor emerging risks, as well as

MONITOR developments in the market and . L. . .
E> raise awareness within the supervisory communlty

raising awareness

) ensure the fitness of regulation and eliminating unnecessary barriers, fostering

B -.C1LITATOR allowing the access of innovation dialogue and knowledge exchange, coordinating a harmonised approach

into the market E>

promote innovation on a targeted manner in cases EIOPA identified specific
innovations with a material potential to benefit citizens that are not evolving
adequately

PROMOTOR fostering innovations highly |:>
beneficial for consumers

) represent their interests in future regulations, acting as a centre of expertise,
CONTRIBUTOR to the digitalisation of National |:> providing adequate forums for knowledge and best practises sharing, fostering
Supervisors cooperation, as well as leading by example.

foster data-driven decisions, agile processes and developing its own SupTech tools to

IMPLEVENTOR of s own digital transformation | 5 enhance its efficiency and overall supporting cultural change and adaption needed




LET’S START WITH THE DATA




INCREASING AVAILABILITY OF DATA

1ZB =1 trillion GB

33 2B ‘

2018 2025

CSoops



TYPES OF DATA USED BY INSURANCE FIRMS

Types of Data Being Used
Percentage of Respondents

] Cumnuv M Not using today but plans 1l Not using today but plans No plans to use
to use within 12 months to use within 1224 months within 24 months

3% 3%

Transactions (n +79) _MI

Log Data (Including Web) (n = 74)

Geospatial/Location Data (n = 75)

Open Data/Data Purchased From Data
Brokers (Third- Party Data) (n = 78)

Video and Images (n = 75)

Free-Form Text
{Emails Documents) (n = 77)

Audio (n = 69)

Social Media Data (Profile and/or
Chat/Interaction Data) (n = 74)

Sensor/Machine-Generated Data
(Internet of Things) (n = 68)

0% 50% 100%

n varies; all respondents, excluding not sure

pocify your organization's plan to use the following types of data

Digital Tran:

Gartner Data & Analyti rmation Survey

% because of rounding

ages may not add up 1o 1

W

Personalization Is Growing as Consumers Demand Data-Driven Pricing

Executives Make Plans for Personalization... .. As consumer demand

1.5x

= Insurance acutves who

repon offering personalized

products in 2021 90/
« [nsurance exsculves who

plan b offer personaiized

products in the next 3 years
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Percentage of consumers who
would share significant data on
their health, exercise and driving
habits in exchange for lower
prices from their insurers, a 19%
increase from 2019 (Accenture
Global Insurance Consumer
Survey 2021)

Gartner




RISKS BENEFITS FOR CONSUMERS




DIGITAL DISTRIBUTION CHANNELS
- CUSTOMER PREFERENCES

Key takeaways:
.o L]

- Customers still predominantly purchase
EU27 25% 11% 4% 34% 15% 11% 5% 3% 19% 3% . o o
BE | o a mo|oam s | % O T insurance products via physical channels,
BG 10% 4% 3% 31% 25% 15% 7% 7% 18% 5%
cz 23% 11% 3% 329 22% 13% 5% 2% 19% 4% I h h | I b I d f
cz_| oz 2 o 2 2 " ¥ 2 Lo e although online tools may be also used for
DE 22% 18% 4% 23% 15% 6% 2% 3% 29% 4% . . f .
IE 55% 13% 5% 36% 13% 5% 3% 2% 9% 2%
EL 22% 14% 5% 27% 23% 11% 7% 3% 15% 3%
ES 25% 7% 3% 44% 15% 15% 4% 3% 12% 2% . . o
R 2w ™ s e ™ 18% % 2 15% 1 - Digital sales are expected to increase,
HR 15% 8% 2% 47% 18% 11% 5% 4% 14% 4%
IT 27% 12% 4% 40% 11% 9% 6% 3% 13% 3% 1 ” 1 _If 1 I b h
L 2 e o 1 N o i 12 e especially in non-life insurance lob such as
LV 36% 17% 5% 17% 11% 8% 6% 7% 19% 3% .
LT 34% 15% 5% 33% 14% 9% 6% 3% 12% 3% m Oto r I n S u ra n ce
LU 9% 2% 1% 57% 16% 12% 5% 3% 15% 5%
HU 21% 15% 3% 25% 15% 11% 4% 2% 24% 2%
MT 22% 2% 1% 50% 16% 13% 6% 3% 14% 3% o o .
N e 0 we | e % 3 1 25% 3 - Different shopping habits between
AT 12% 8% 4% 27% 33% 11% 4% 3% 25% 3%
PL 30% 15% 5% 35% 25% 10% 7% 3% 13% 3% b S d f H I (
L 5 " e i i Member States and customer profiles (e.g.
RO 21% 9% 4% 37% 20% 13% 11% 4% 15% 2% . f d .
T o o o oo o o o age, gender, income and level of education)
SK 17% 8% 4% 28% 24% 13% 3% 3% 24% 3%
Fl 41% 6% 3% 30% 4% 5% 4% 1% 24% 2%
SE 35% 6% 3% 27% 7% 6% 6% 3% 27% 7%




DIGITAL COMMUNICATION CHANNELS
-MOBILE PHONE APPLICATIONS

11. Please indicate whether you use mobile phone applications to interact with your customers, the number of times they ‘ —

are used by an average consumer, and briefly explain 2 of the most innovative or relevant services offered via the app

How often does an average consumer uses the mobile phone app?

50% CAR
45% INSURANCE

A

10% ’. .
0%

Wedon'tusemobile  Atleastonceevery6  Atleastonceamonth  Atleastonceayear lessthanonceayear  Atleastonceaday  Atleast once a week
phane applications months

Key takeaways:

- Alarge number of insurers do not have a mobile app, and amongst those that count with one, their
customers use the mobile app seldomly

- Telephone, email and face-to-face, in that order, are the most popular communication channels to date

- 25% of the undertakings already have a commercial relationship with social media “influencers”

== 13




OPEN FINANCE FRAMEWORK (FIDA PROPOSAL)

INTRODUCTION
Introduction Framework ................... ELEMENTS OF THE FIDA FRAMEWORK
= The European Commission = QObligation for customer data holders (e.g.

published on 29 June a
legislative proposal on a
Framework for Financial Data
Access (FIDA)

The proposal will establish
clear rights and obligations to
manage  customer  data
sharing in the financial sector
beyond payment accounts

It would create possibility but
no_obligation for customers
to share their data with data
users in secure machine-
readable format.

financial institutions) to make data available
to data users (e.g. other financial institutions
or InsurTech firms) in secure machine-
readable format

Full control by customers over who accesses
their data and for what purpose to enhance
trust in data sharing.

Standardisation of customer data and the
required technical interfaces as part of
financial data sharing schemes.

Clear liability regimes for data breaches and
dispute resolution mechanisms.

Additional incentives for data holders to put
in place high-quality interfaces for data users

through reasonable compensation from data
users.

EXPLICIT CUSTOMER
DATA ACCESS RIGHTS

TO BE SUPERVISED

FIDA

COOPERATION
THROUGH FINANCIAL
DATA SHARING

SECURITY STANDARDS

RESPECTED




INSURANCE DASHBOARD: POSSIBE USE CASE ARISING FROM FIDA

Example of App Mock-up

-

My policies

O

(=)

Select Home Insurance

Home Insurance

COLOURINS - Super
Home Protect
Apartment in Paris

& Download Policy

Paslicy siaribiar Prasiuim Walid umil

phiia3ass £85month  30Row 2023

i
Fire, contert,
liability

PODR

PN
ra b
° ! |
\ J

e A

— Select Product comparison

Product comparison

I am looking for a new insurance
coverage for my Apartment in
Paris

Low Pl iim. High

1
Filters 2 Level of protection AN
! |

STAYSAFE - my sweet house

Cowers: Fire
Exchusions: 30 days avway
£ 35 /month

DOGING - 360° cowver

Cowers: Fire, cantent
Exclusions: 30 days away
£ 25/ month

S5INS - Quality home & care
Cowers: liahility and nat cat
Exclusions: 20 days away

£ 35 manth




OPEN FINANCE
Aspects to consider

Actors
= Financial actors

= Non-financial actors
(requirements)

= Level playing field
= Cost model

= Liability framework

= Public/private cooperation for
API/API standards or market-led?

Data accessibility and availability

= |dentification of relevant datasets
= Product information
= Customer information
= Information on assets insured

= QOther data sets can be relevant?
= Availability/source

= GDPR/obligation to make data
available upon customer request

= Compulsory sharing at explicit
consent of the customer?

= Data standardisation/APls (market
led?)

Risk and opportunities consumers

= QOverview of products — double
insurance or protection gaps may
be identified

= |dentify alternatives

= Efficient process —no need for
consumers to provide the same
information repeatedly

= Misuse of data, lack of control of
data, increased risk of data
breaches

= Risks of dark patterns?
= Impact on price/cost is unclear

= Data protection and digital ethics




FUNDAMENTAL RIGHTS AND INSURANCE LEGISLATION

Figure 3 — Protected classes in EU Charter of Fundomental Rights and exemptions in national legisfation for insurance risk

assessments
*  Sex * age
* Race +  disability
o Colour + religion or belief**
¢ Ethnic or social origin * sexual orientation**
* Genetic features
* language

* Religion or believe
# Political or any other opinion
s  Membership of a minority group

* Property
*  Birth

# Disability
*  Age

* Sexual orientation
s Nationality

Source: EIOPA Consultative Expert Group on Digital Ethics in insurance

= Some protected

characteristics are allowed
to be use for insurance
underwriting

Court of Justice of the
European Union (Test Achat
case) barred the use of
gender as a risk factor

Age is a very relevant risk
factor in insurance
underwriting, but can it be
used for non-risk price
optimisation practices?




RIGHT TO BE FORGOTTEN OF CANCER SURVIVORS

RIGHT TO BE FORGOTTEN TIMEFRAMES

IN EU
YEARS SINCE END OF ACTIVE TREATMENT APPLIED

ALL INSURANCES and ALL
BANKING POTS

Product All insurances and Product : All Insurance Product: Life insurance Product: Qutstanding insurance Product: Insurance i
A banking products products contracts (mortgage and (f“cr'sas and prafessional Consumer Credit
professional lans)

IFE INSURANCE and specific
unﬂ‘wv\(ﬂ

Product Morgage protecson
nsurances

[Product Consumer, real estate
and professional loan insurance

o [

.
NCE®

MINIMUM

TIMELINE ML

TIMELINE

ﬂ RTBF applies since end of RTBF applies since end of cancer active treatment complemented
cancer active treatment by a Reference Grid with smaller timelines by cancer type

Source: Deloitte, 2024

NO RtBF

D Product Scope

= EU Member States: some EU
Members have started to
introduce legislation to facilitate
the financial inclusion of cancer
survivors.

= European Commission’s Beating
Cancer Plan: promote a non-
binding Code of Conduct on the
RTBF of cancer survivors.

= Qutside of the EU: Some States in
the USA forbid the use of rating
factors in motor insurance that
they consider not directly related
to driving including credit scores,
Zip code, occupation, marriage
status or education.




WHAT DOES THIS MEAN?

= New data and new analytic techniques (including the deployment of Al) are leading to increasingly sophisticated and granular
understanding of risks

= New data can include loT data, behavioural data (transactions, social media)

= New techniques allow enhanced ability to predict on a personalised basis future risks




THE RISK OF FINANCIAL EXCLUSION

Translation of more granular risk-based underwriting into reduced access to insurance or prohibitive pricing — ‘cherry-picking’

Price optimisation to reflect willingness to buy, leading to some consumers being priced out, or unfair cross-subsidisation, reducing the
quality of insurance

Increased contractual exclusions, leading to increasingly complex contracts that consumers are unlikely to fully understand, with the
concomitant impact of more and more




EU RULES ON DISCRIMINATION NOT ENOUGH

There are EU limits however on discrimination

= EU rules limit the extent to which certain personal characteristics can be used for access, pricing
= The EU Charter of fundamental rights sets out a general prohibition on discrimination
= The Racial Equality Directive and Gender Directive seek to address indirect discrimination

= The Al Act and the GDPR both also address fundamental rights

However, an erosion of the positive externalities of insurance can still emerge

The EU rules on discrimination do not prevent demutualisation




I WHILE ALSO SUPPORTING FINANCIAL INCLUSION

Innovation and digitalisation can also support greater financial inclusion

= |nsurers can do more ‘upstream’ to reduce risks and render more risks insurable — e.g. through telematics, through supporting
preventative health interventions, through measures to increase resilience in the face of natural catastrophe risks

= Digitalisation can lead to tools to help consumers navigate their needs and understand the value and fair cost of insurance

Insurers having the data and developing the analytics to understand and assess risks needs to be decoupled from fairness in
treatment of customers and pricing.




WHAT NEXT?




WHAT NEXT?

= Develop tools to monitor financial inclusion and exclusion — for undertakings, for supervisors?

= Put flesh on the bones of consumer consent — behaviourally-informed?

= Set boundaries and develop supervisory principles on ethical data use?




THANK YOU!

= =

European Insurance and
Occupational Pensions Authority




